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During the exam you must solve the following 5 problems.
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Compatibility relations of modular arithmetic:
(a+b)mod p = (amod p + b mod p) mod p.

(@ * b) mod p =((a mod p) * (b mod p)) mod p.
a” mod p = (a mod p)” mod p.

Fermat little theorem: If p is prime, then for any integer a holds a” = a mod p.

1. We may assume that aisintherange0<a<p - 1.

This is a simple consequence of the laws of modular arithmetic; we are simply saying that we may first
reduce a modulo p since

a” mod p = ((a)mod p)” mod p.

1. It suffices to prove that foraintherange1<a<p - 1.17

a’ =amod p /ﬁ’i MDE/P
abot- 0.5% wiod /2
Ql?":;fmmf/? p< = p.

Indeed, if the previous assertion holds for such a, multiplying both sides by a yields the original form of
the theorem.

Computation of exponents mod (p-1):

& = xh+tr — q@smﬂdﬂ?;ﬂ)p
-4

o s
gav fJWﬁQ/F < g :immf/? O = p—4

a? mod p = g?™°dF-1) mod p.

>> p=genstrongprime(28) // strong prime number g eneration
p =215393099 // p - is strong prime iff p=2*qg+1, when q is also prime: g=(p-1)/2
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https://en.wikipedia.org/wiki/Modular_arithmetic

>> q=(p-1)/2

g =107696549
// finding a generator g: g - is a generator in Z,* = {1, 2, 3, ..., p-1} *mod p
/] iffgi=/=1&g*=/=1

>>g=2

g=2

>>mod_exp(g,q,p)

ans = 215393098

>>mod_exp(g,2,p)

ans=4 // g=2 is a generator

S :C)(VI + f‘) Mﬁﬁ/(ﬁ —_{) © g'*modp =g° mod(p-1) modp.

>> x=int64(randi(p-1))

x = 169506978
>>a=mod_exp(g,x,p)

a =99428799

>> con=concat('hello bob',a)
con = hello bob99428799
>> h=hd28(con)

h =252819993

>> r=int64(randi(p-1))
r=96513791

>> s=int64(x*h+r)

s = 42854753087924945
>>smodpml=mod(s,p-1)
smodpm1 = 150400265

>>g s=mod_exp(g,s,p)

g s=162111969

>>g smodpml=mod_exp(g,smodpml,p)
g smodpm1=162111969

DEF homomorphism

aip () = e” S, ep: R —=pR L =277 ~--

/

X
x e R — e £R.

5KP(¢4“’>‘2> :®Q£4{—>427:_ e)(‘a@b — QX/"’OQJ‘QXF(X:Z)

Aa/p/zﬁ'we%ﬂ — multip brat e LononeOplek v
Suce iz A—tp-L, Then it is isomorphism,

DEF (X) = gx Wpd/ﬁ/‘ P —sfromf prevee
g -genertor i Lo =412, 2, - p =L}
Xe TLp-a=40,4,2 2, po2Y;+ro0d(p L), ¥ rod (p ~1), - med(p-)
\%«4[ = p-4 W’
DEE (%) = a egfﬁ =d4,22, ..., p-t }/’ % wod p, /reed f.
|XS | = pet = |&p|
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DEF realizes the following mapping DEF: Z,.1 --> Z,*

DEF (X444 ) = g@*%z}”ﬂ/ﬂggpvé) j{ 3 > o o —

(a* b) mod p =((a mod p) * (b mod p)) mod p.

¥ —
:((g’é“mm’p) (g Zmﬂdp)) o = DEF (K ) DEF(X)
AdAit el — vnulbip Licative LoueoneOfleicsz .
Gue [ e 1—tp-L, Then it is Zspwrﬁ%&[sm,
ElGamal Encryption-Decryption
Public Parameters generation PP = (p, g).
Asymmetric Signing - Verification Asymmetric Encryption - Decryption

Sign(PrKa, h) =6 =(r, s) c=Enc(PuKa, m)
V=Ver(PuKs, h, ), Ve{True, False} = {1,0}  M=Dec(PrKy, c)

Alice Bob
PI’KA =X
Hello | . [ o 4/0_-' Hello
—p S
Bob | ign e Alice! —» Encrypt
Alice's Alice's
private key m * public key
m<p |GEB69570 € }c E
0BEO03CE4 5 D
Alice
PrKa=x
Hello /o_-'
<+— Decrypt
a Alice! Alice's
public key private key

ElGamal Cryptosystem

1.Public Parameters generation PP = (p, Q).
Generate strong prime number p: >> p=genstrongprime(28) % strong prime of 28 bit length
Find a generator gin Z,*={1, 2, 3, ..., p-1} using condition.

Strong prime p=2q+1, where q is prime, then g is a generator of Zp* . 5> 27281
g9+ 1 mod p and g?# 1 mod p. ans = 268446408
Declare Public Parameters to the network PP = (p, 0); P=268435019; 0=2; . inte4(2128-1)

2/728-1= 268,435,455 ans = 268435455
PrK = x <-- randi(Z,*) ==>PuK =a=g*mod p
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Asymmetric Encryption-Decryption: ElI-Gamal Encryption-Decryption
p=268435019; 0=2;

Let message m™~ needs to be encrypted, then it must be encoded in decimal number m: 1< m < p.
E.g. m=111222. Thenmmod p =m.

gpx =162z —-~7F'i}} *W’ﬁdlo

NI Pk, = a R i Mz tv wcr%bf
m 2o i m <

R = r.a,wdi (Q:D*)
E: I’)’)'n Q‘mde}C—CED) ﬁ'LsaZ&’tﬁﬂ/ééfy/b?

D= Q,#L mod P C=(ED) ubing ber W= .
-Xm d( "1) > X=
(- X Vmod (p-1) =@ -x)mod (p-1)= % D i P pod p 2
:(ﬁt?— X) mpp/(p—j) 2, Eo D WW/P =w ;;Zp1=21727
— < ( 2_, >> isprime(pp)
&ﬁi> Wﬂd(ﬁll’> ’ “-f sl /‘/;::(L 7 s ans=p1 PP
3 >> mx=mod(-x,pp-1)

(- #) wod (p-1)= (p-1-5)
D wod (-9 = DT piod (p-1)
>> Dot = mod_2tp (D, p-1-x, p)

mx =3
>> mod(x+mx,pp-1)

D™ mod p computation using Fermat theorem:
If p is prime, then for any integer a in Z,* holds aP = 1 mod p.

DP-A: [WWQ/P /QD—Xmaﬁf@";z)ﬁp

DF—‘{ 0 jj'x:].‘b—'xwflt?dp e {. TDP»-{'X: ]SX W/p

D ol p = DI oy

(grrecTness ' '
EMC(PMKA: Q,[,W))—"—‘C 2-’(5, D): (E: m.aLmad P;D:@LMW/P)

\ ’X ’ /‘ / ; \"x
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fnc(PMKA: Q,[ /’)’))=C :(E D): (E: m-amod p ;D=9 " modp)

Dec(AKy=X, C) =FD m/m/P, ma(g) wod p =
-ix

*m(g) G m g T g b= g modp=
= M4 mod P= wm wead P= v = 111222

Sy w <
74 P Q,%L%

4 wm>p— M wedp £ 27 wods =B 27, ASCULLBbits per dian

Y mep — mmadp = vy 19 wmod 24 =17, 22”5:254014%

(Deary/ff/ﬂw vs  corpe 7 [YZ w1 4,739

Homomorphic Encryption

led vy e W,  hove 4o be w(ﬁc}/pﬁ?ﬁ/

Epc (PuKA a é/r; W’i) =, =CEe, Ds) = (Ey= Wld Mﬂdp,%’g Wﬂdﬁ)
Epe (FUG=14, L, 1/)7) = ¢, = (B2, D)= (5=, Wm’/)ﬂl ? m/P>

Gtz = €402 = (Ei/D)°(EZJD&):(E4"E27:D L ): (Er 7D/2)
g/lz =y MZ a"'(abzmpdl? — ;/y;i m a(i-kbz)Mﬂﬁ/(/?f'wng P _
= W W m, 04 pod p = W, 0 bz vod >

Dpz = D+ z:guogbzmw/Pfgtﬁ Zwaml’]b g m@dﬁ
Wiy = = #z Wﬂﬂ/]”
o = Cotis) wod (p—t)
Epro (P”KA:Q7 2427 midmz) = Cyp = Cq0 Op = (51 =, D oD ZJ—CEQ)@Q)

Multiplica z%'yé% horeoneol phic Encryylias.
Wy pneed ap ooy %VZ% — WIUELh L g e everyption.

g ~g mpm’}? Eve (Wl=a , ly, n ) =(£4, D) =
’“(in—_—r)‘( ﬂ VV?VQIP) Di,g%’mﬁﬁ/,b)

f72_ :g lmadf) E}’)C(PVK:Q)Zgymz):(gz)j)z):
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=(E5 = 0,02 wiodp, D, = %LZ wiod [P,

By transforming mi, m; to ni, n, we obtain additively homomorphic encryption with respect to m;, m,,
by encryption ny, n; in a standard way.

Since

ni+n, mod p= gml*ng mod p= gm1+m2 mod (p-1) mod p,

Then
Enc(a, i1+i mod(p-1), nin, mod p) = Enc(a, iy+i; mod(p-1), gmt*m2mod (b-1) mod p) = ¢1, = €1 * ¢, mod p.

Till this place
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